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Preventing Information Leakage
by Memory Encryption of VMs in IaaS Environments

HipEKAZU TADOKORO,! KENICHI KOURAI!213
and SHIGERU CHIBAT!

IaaS such as Amazon EC2 provides users with virtual machines (VMs), but
there are security issues because the VMs are hosted in servers of clouds. For
example, cloud administrators can easily steal information from users’ VMs by
only suspending them. To prevent such information leakage, we propose a sys-
tem called VMCrypt, which encrypts user VM memorys. VMCrypt encrypts
the memory of user VMs only when the privileged VM accesses it. VMCrypt
does not encrypt memory regions that the privileged VM has to access to man-
age user VMs, such as suspending or resuming them.
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Vanilla Xen 00 00O00OVMCrypt 00000000 AESOO0OOODOO noop 000
000 5(x)00000000000O00DOO0O0ODO0O0ODOO0ODOOOODOOOOODODOO
O0000001GBOOOOnoopdO vanillaXenOOOOOOODOOOOO 13%000
0000000ooo000ooo000oooo000000o0000O00gAESOODO noop
000oooooooooo31%U000oooooooooooooooooooog
gooog

05(b) 0000000000000 1IGBOOUOOnoop 00O vanilla Xen OO O OO
0000000 25%00000000AESO noop0 000 43%00000000000
000O00512MBO0O0O0O0OO0OOO0OODOODOO VanillaXenOOOOODOOOOOODO
doooMpO000000O0O0OOCO0OO0O0OOOOOOO0OOOOOOOOOOOOOOO0

root@mach# strings quattrol.img | grep ’root:\$’
acroot : $6$aCJuBx50$5Hqj JyEGM. hDUBnczt2J. j6jN41. GO2kHINXHZrur0ZpqL/Elnbc489
ZrZqLD2gsPDB. yVcK6trNXAquhKFkG0:14879:0:99999:7: ::

root@mach#

06 VMCrypt 0OOOOOOODOOOODOOOOODOOOOOOOOOOOO

obooobbooobooooobooooboooooooboOooobooooo

54 OO00OO0OOOOOOOOO
gooooooooooooboobooooobobooboboOoOooooooOobooOoooooon
O000OVMCrypt 0O OOO0OO0OO0OO0O0O0O0OO0OO0OO0O0O0O0O0O0OO0O0OO0O0O0ODOOOOO
00000000 UDOCOO000O0 root00000O0O0DDODOQO /etc/shadow JOO
ocooooOODOoO00oOooooOoDOOOO0OO0OO0OoboOovUDOoOoOO00o0o0oobbOobO0O00n
goooobooooooooooooooooobooooooooobooooooooboobo on
0000000000000 00000000000D0D000 VMCryptOOOOOOO
000000000000 strings 000000000000 0grep0 0000 “root:$”
000000 “oot:$” 0root 0000000 UOODOODOODOODOODOO
VMCrypt 00000000000 60000000000000O00O0O0O0DOODOOO
OOVMCrypt OOQOQOOODOOOCCOOOOOOODODDOOOOVMCryptOOQOOGOQd
ooboooobooooboooooooooo

6. 0000

Trusted Cloud Computing Platform® O00laaSO0D0O0000000 VMOOOOOO
00000000 Trusted Coordinator 1 000 O0O00OCOO vMMOOOOOOOO
oooooooodooooooooooovMOOOOoOOoOoOooooooooooooo
gdooooooooovMOOOoOooOoOoOoOoOOoOOoOOOo VMMOOOOOOOOOVM
oooooooood

DomainDisaggregation5)[II]I:IEIEID oodo0oOo0oOobooOoOoOo BOODOOODO
00000000ooooooooooooo0oooooooo vUoooooooooo
0000000000 BOOODODOOODODOOODOODODOODO UODODOODODOOOOO
doooOoOoOoOoOoOoOoOooOoOOOO0oOo vVMOODOODOOOOOO BOOOOOOOOO
0000000 BOOODODODODOOOOOOOOOO
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OverShadow® OOVMM OOOOOO0OOO0OO0O0O0O0O0O00O0OOO0 OSO000O
oo0o0oO0oO0o0o0doooOo0OoOooOooooooooogooovMMODOOO osoooO
OooooDoooOoOooo osooooooooo0oooboooogooooooOoo
gboboobooboooooooobobooobooooooobooooooboooooonoo
00000000oo0O000000OoooooOOo0oooooo oSoooo0noon
0000000000000 000000000000VMCrypt O Overshadow 00O
vMOO0O0OO vMOOOOOOOOOoOooOooOooOooODOOO0O0000 vMoooooono
gooo

SP3™ 0 OverShadow D000 VMMOOOOOOOOOOOOOOOOOOOOOO
oSO000ooO0o0ooo0ooo0ooO0oooUooOoUoo0oooooooOoo
gooooooooooooooboobooooooboooOoobooobooOobOOoboOoooooboo
goooooooooooooobooboooooobooOoOo0oOoboobooOoboOoobOoooooDoboo
ooooOoOOoOO0O00oOoOOO0OO0000000D0OoOO00O0OvVMCryptd0ooooono
0000000000000 vooooooooooooooOo0O0co00o00000o0o0o
ooooooon

BitVisor® 0OVMMOOODO OSOO0O000O00O00O000O00O0O0O000O0O0
VMMO I/O00000000 OosSO0o0ooooolr/ooooooooooooooo
O000000000000BtVisor 0000000 I/O000O0DO0ODOODOOOOOO
ooooooon

VPFSY 0OVMOOOOOOOOOO OSO0000000000000000000
ooooOOoO0o0o0O000oooOooooooooooooo osooooooooOoooog
000000000000 000000000VPFSOOODOOOODOOOODOOO0OO
VMCrypt 00000000000 0O0OOO

7. 00ODOOOoOoOoo

O000 laaSOOO0OOOOVMOOOOOOOOOOOOOOOOOOODOOOOO
OO0 VMCrypt DOOOOOVMCrypt 0000 VMOOOO VMUOOOOOOOOOO
coobovMMOODOOOOOOOOOO vMOOOOOOOOOOOODOOOOOO0 VM
ooooooooooooooooooboboobovMOOODOOOOODOOOOOO0O00Oo
ooooooooooooovMOoOoOooooooo vMOOoooooo

gbooooboooboobooooooobooooooobooooOoOoboboooobooOooDo

goboooovoooooboooboooobbooboooDoboboboOoooboOoOoDo
gooo0o0oO0oooOopooOooOoOoOOOOOoO00O0OO0OoO0OoCOOvVRAMO DMAOO
gobooooobooobOoOobOOoOOO0bObOObOUObOOODbOOODOODOOObOODO
oobood
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