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Offloading Existing IDSes Using Virtual Machines
TAKAHIRO I1DA 1 and KENNICHT KOURATTL12

To execute intrusion detection systems (IDSes) securely, offloading IDSes with
virtual machines (VMs) has been proposed. This technique runs a monitored
system on a VM and executes only IDSes on another VM. However, the proper
execution of offloaded IDSes often requires great efforts. This paper proposes
Transcall, which enables offloaded IDSes to be executed without any modifica-
tion. Transcall provides an execution environment for monitoring a VM, called
a VM shadow. Transcall emulates system calls and provides a shadow filesys-
tem for processes in a VM shadow. Executing IDSes in a VM shadow enables
monitoring the corresponding VM.
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